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Fraud is a representation of perpetrator's falsified fact,
where the victim in ignorance places a rightful reliance
and acts upon, suffering damages.

In this section, we will discuss about various kind of payroll
frauds, and how it affects the employer.

In payroll schemes, the perpetrator of fraud produces false
documents, which cause the victim employer to unknowingly
make a fraudulent disbursement. The perpetrator typically
falsifies a timecard or alters information in the payroll records.
The most common payroll frauds are ghost employee schemes,
falsified hours and attendance, commission! incentive schemes,
penny shaving, payment in the name of separated employees,
falsified alteration in the payroll records.

Enemy within - Why?
The more weakened the groups to which (the individual
belongs), the less he depends on them, the more he
consequently depends on himself and recognizes no other rule
of conduct than what are founded on his private interests
(Durkheim, 1951, p. 209).

Most ofthe employees are engaged in some form of
'workplace deviance', which includes behavior such as time-
sheet abuses and petty pilferage. The great majority commit
fraud to meet their financial obligations.

Committing frauds is not confined to a select few, both junior
and senior employees are perpetrators of frauds. The quantum
of fraud in value terms is also increasing. Fraud does not occur
in isolation. All crime is a combination of motive and
opportunity.

Following causes a fraud.

• Perpetrators perceives an opportunity to commit and
conceal their crimes; and

• Are able to rationalise their offences as something other
than criminal activity.

Fraud indicators
Organization may draw indications for extra attention in
certain areas of activity. Usually, there are two approaches a
perpetrator of fraud will consider depending on skill,
experience, inclination and the level of internal controls.
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Firstly, the activities may be either completely veiled from
view and secondly the activity may be conducted in the open,
completely noticeable to all, but disguised to appear as if they
are part of the normal process.

a. Behavior
The perpetrator of fraud will often display unusual behavior.
Behavioral changes include not taking a vacation or calling in
sick in fear of being caught. He or she may not assign work
even when overloaded.

b. Complaint made
Complaints have been known to be some of the best sources of
fraud and should be taken seriously. Frequent complaints may
indicate that a fraudulent action is going on.

c. Missing documents
Documents are either the basis of initiating or to support the
transaction. Frequency of missing documents may be linked to
a fraud scenario.

d. Ghost employees
Missing or otherwise unaccounted details such as attendance,
time sheets, personal/official records of employees could
indicate the existence of a ghost employee scheme.

e. Movement of employee settlements
Employees frequently conceal fraud in their individual expense
account reimbursements. Unusual movement in the settlements
may indicate fraud.

f. Employee overtime
Large overtime hours by certain employees may indicate
inefficiency in normal working hours or a potential fraud.

Numbers that explain better than words

30

Since fraud inherently involves efforts at concealment, full
amount of losses might never be determined or reported. Any
attempt to quantify total occupational fraud losses will be, at

. best, an estimate.

Organizations lose an estimated 5% of their revenues to
various frauds each year, of which Payroll fraud contributes
9.3%. Small organizations (less than 100 employees) were
exposed at 14.20% than large ones at 7.60%. Median duration
(the amount of time from when the fraud first occurred to when
it was discovered) to detect a payroll fraud is 36 months.

www.smeworld.org



!

Fraud is a significant problem for business and other organizations. Small businesses are particularly vulnerable to fraud because they have fewer
controls in place to protect their assets. Owners and managers should invest in the most cost-effective anti-fraud systems and implement fraud
reporting systems such as hotlines, whistle blowers, etc.

Industry wise analysis is provided below:

Banking and ~~~~g,ai.1.3%
• Percentage of Fraud

Insurance _3.80%

Oil and Gas 4.50%

Telecommunications 4.70%

Service (Other) 8.30%

Retail 8.30%

Manufacturing 11.50%

Publ%oX~~~Pr~f,gg 12.80%

Religiou~r~~~~~ 14.80%

Education 14.80%

Health Care 15.20%

Services (Professional) 16.40

Construction 19.10%
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2012 Global Froud Study conducted by Association of Certified Fraud Examiners
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Occurrence - Impact Matrix
The below matrix summarizes the chance of occurrence of a
fraud and the potential impact on the organization
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Risk Assessment Matrix
Ien questions to answer Answers Assessment

a. Is the employee payroll list reviewed periodically for duplicate Aliyes The controls are

or missing numbers? adequale. Organization

b. Are personnel records maiotained independently of payroll and may strivefor cost

timekeeping fimctions? effective methods for

c. Are references checked on all new hires? achieving its

d. Is payroll periodically compared with per:;onnel recoros for objectives.

terminations?

e. Is the payroll bank account reconciled by an employee who is Mostly Yes There is a scope for

not involved in preparing payroll checks, does not sign the strengthening the

checks, aod does not handle payroll distribution? process.

f. Are payroll registers reconciled to general ledger control Organization may

accounts? further invest in anli-

g. Is an employee separate,from the payroll department assigned fraud controls.

to distribute paJ\!>ll,checks? Mostly fAil No Controls are
h. Does any change"to an employee's salary require more than one inadequale.

level of management approval? Organisation oeeds to
i. Do supervisor:; verify and sign timecards for each pay period? design, implement and
j. Does someone separate from the sales department calculate monilor its internal

sales commissions? controls.

Essential Controls and recommendations
Organizations should strive to strengthen the process of
reference checks on all new recruits. The employee master
should be periodically reviewed for duplicate / missing
information; an exception report may be generated if an
organization has implemented ERP. Reconciliation is one of
the effective controls to detect any irregularity in the process.
Organization should periodically perform reconciliation
between salary register, payment advice to bank and books of
accounts for accuracy in employee count, salary amounts and
accounting. Any changes to an employee's salary should
require more than one level of management approval and the
same should be documented. Duties of employees should be
segregated for activities like maintenance of payroll records,
payroll processing, payment processing and subsequent
reconciliations. Maker-checker concept should be introduced
and diligently followed.

Fraud is a significant problem for business and other
organizations. Small businesses are particularly vulnerable to
fraud because they have fewer controls in place to protect
their assets. Owners and managers should invest in the most
cost-effective anti-fraud systems and implement fraud
reporting systems such as hotlines, whistle blowers, etc.
Reporting system should allow confidentiality and employees
should be encouraged to report suspicious activity without
fear of reprisal. Anti-fraud systems that include such things as
surprise audits, increase employees' perception that fraud will
be detected and thus have a strong deterrent effect on potential
fraudsters.

- Payment in the name
of ex -employee;
- Falsified performance
appraisal;
- Falsified Alteration in
employee database;

- Penny Shaving
(Rounding down and
putting into another
account)

- Falsified Hours

Employee education is the foundation of preventing and
detecting fraud. Internal controls alone are insufficient to fully
prevent fraud. •
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CHANCE OF OCCURANCE

Impact to organization
Since small and medium organizations lack anti-fraud controls
compared to larger ones and are most exposed to frauds, the
impact will be high both monetarily and qualitatively. Small
and medium organizations sometimes are unable to recover
from the financial damages.

Large organizations can also feel the effect through increased
cost oftime and money to manage each fraud incident. Also
there is reduced staff morale and reputation
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